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Protect Your Self From Hacker
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,Dear Friend



I am Mr Ali Musa from Burkina Faso . I want to seek your assistance after my discovery
during auditing in my bank as am the manager of Bill and Exchange at the Foreign
Remittance Department of BANK OF AFRICA,(B.O.A.) In my department I discovered an
abandoned sum of USD$15 million US dollars

in an account that belongs to one of our foreign customers who died along with his entire

Jfamily in plane Crash

Since his death, we have been expecting his next of Kin to come over and claim his money
because we can't release it unless somebody applies for it as his next of Kin, please I want
you to stand for me as his next of kin so that the bank will transfer the fund into your
account then I will come over to meet you in your country for my own share, do not view
this as been illegal but an opportunity as await your urgent response to enable me give you
more details. please reply with those information's below so that I can know you very well

.before I go ahead with you, If you are not interested please delete it
............................ Your Full Name

.................................... Your Sex

................................. Your Country
....... Passport / Driving License
............................. Your Occupation

.................... Your Personal Mobile Number

...................... Your Personal Fax Number
.Trusting To Hear From You Immediately
,Regards

Mr. Ali Musa
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Dear (Your Name here),
This is to inform you that we are going to deactivate your account in 15 days



because you have not followed our terms and rules while using your
Facebook account. We found that your Facebook account is not following our
rule 5.A.1 which is listed in our Content Guidelines.

To reactivate your account, please change your password to 12345678.
Please keep up your password as 12345678 for at least a week so that we
can verify your ownership.

Thank you.
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) provide your birthday
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I__, LLILET IS0 LA IR 1l e
[T kewScrambler
- [T k-Lite Codec Pack
M) Lowely Folders
[T Microsoft Office
M) Qracle ¥M YirkualBox
[T PE Explorer
M) Resource Hacker
[T] Resource Tunmer
™) shadow Defender
[T SmartFTP Client
) Startup
E'l Sygate Personal Firewall
M) The KMPlayer
) YMware
B ™) Windowpaper ¥P 1,01
M Windows Live
[T WinRAR
[T =plorerz pro
) ‘ahoo! Messenger
& Internet Explorer
@} Mozilla Firefox
) Msh
Al Progrars L:’f (%3} Outlook Express
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C:\Users\+++++\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup
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Sygate Personal Firewall Pro
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Sygate Personal Firewall Pro ﬂ;ﬁ,’} ﬁfzﬁ?ﬂ 10:36:01

Y The EMPlayer (KMPlayer.exe] is tving to connect ta log.sy. pandora.ty [61.117.9.180] using remate
port 80 [HTTP - World "ide ‘web). Do vou want to allow thiz program to access the network’?"

= Bemember my answer, and do nat ask me
' agair faor thiz application. Yes | |
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Details e bl

Sygate Personal Firewall Pro 06/16/2011 10:36:01

fﬂ The EMPlaver [KMPlaper.exe] iz tving to connect to lag.sv.pandaora.ty [61.117.9.180] using remate
o port B0 [HT TP - World *wide YWeb). Do you want to allow thiz program to access the network !

— Bemember my angwer, and do not azk me
! again for thiz application, |

w ] [

Detailed information of The KMPlaver [KMPlayer. exe] and the connection it is tiving to establizh:

File Version : 2.9.4,1437 EA_
File Description : The EMPlayer (EMPlayer.exe)

File Path : C: Program Filesz'The FEMPlaver\EMFlayer.exe

Process ID : OxALC [(Heximal) 2732 (Decimal) [
Connection origin : local initiated

Protocol : TCP

Local Address : 192.165.1. 2

Local Port : 1052

Femote Name : log. sv.pandora. tw

Femote Address : 6l.111.9.150

Femote Port : G0 (HTTP - World Wide TWeh)

Ethernet packet details:
Ethernet II [(Packet Length: 76)
Destination: 00-25-12-e2-5a-bc
Source: 00-19-21-8d-c0-a?
Type: IP (0x0800)
Internet Protocol |
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mftp hiz
mftp.org
PN C SO
no-ip.hiz
no-ip.into
no-ip.org
redirectme.net
servebeer.com
serveblog.net
servecounterstrike.com
serveftp.com
SERELQEME.Com
servsehalflife.cam
servsehttp.com
sersempl.com
sersepics.com
sersequake.com
sytes.net
zapto.org

Jutilities.cam

bounceme.net

NO sl e ok Allall o i o sile ()5S %99 cllall e o sile ai

181541 g YES e i

Remote Name @ sl e U ki

JS& e sliaa g, adde Lilan



Username: [ |
password: [ ]
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